
 
User guide V1.0, May 2021 
 

1 
 
 
 

Data loggers ULogC16-32 LoRa series 
 
Table of Content 
 
1. Configuring your computer to access your data from the web server 2 

1.2 Using your command prompt application to manage users and devices and to 
download data 2 

1.3 Managing users, devices and downloading your data. 3 

1.3.1 Create/delete a user 3 

1.3.2 Create/delete/assign/unassign a device 3 

1.3.3 Download data 4 

1.3.4 See all users and devices created 4 

2. Configuration of the gateway (Multitech Conduit) 5 

2.1 Connect the gateway to your computer 5 

2.2 Setup initial login of the gateway 5 

2.3 Internet access configuration 10 

2.3.1 WiFi configuration 10 

2.3.2 Wired internet configuration (connection with the Ethernet cable) 13 

3. Firmware update of the gateway 16 

4. LoRaWan configuration 17 

4.1 LoRa basic network settings 17 

4.2 LogR Application installation 19 

5. Remote Access options 21 

5.1 DDNS Configuration 21 

5.2 SSH Configuration 22 

6. Other useful information 23 

6.1 Devices 23 

6.2 Packets 24 

6.3 Session timeout 25 

 
  



 
User guide V1.0, May 2021 
 

2 
 
 
 

1. Configuring your computer to access your data from the web server 
 
This section provides the step-by-step procedure and command-lines to access and 
download the data from the web server receiving the data of the ULogC16-32 series 
LoRa network.  
 
1.1 Creating the file on your computer 
 
The first step consists in creating a file on your computer where to put the 
window/mac/linux cli application and the configuration file (config.json) containing the 
settings and command-lines that allow to access the web server. To do so: 

1. Create a new folder and rename it 
2. Move it on the directory you want (e.g. my documents, desktop., etc.) 

and make sure to note the path (e.g. C:\Documents\”Name of your file”) 
3. Place the file “admin_config.json” and the cli app “cli-win32.exe” (if you 

are using and old PC) or “cli-win64.exe (if your using a recent PC), or “cli-
mac.dmg” if you are using a Mac.  

 
1.2 Using your command prompt application to manage users and devices and to 

download data 
● On a PC, type “cmd” in the Search Windows at the left bottom of the 

screen 
● On a Mac, open your Finder, go to Applications, then in Utilities, open the 

app Terminal.   
● IMPORTANT: Note that the use of “ ” indicates places where you need to 

enter parameters only and must not be used in any command-line.  
 

1. In the command prompt application, you need to point toward the 
directory (or file) you have previously created by entering the following 
command-line: 

● cd “paste path to your file here” (In Windows 10, you cand copy-
paste the path to your directory directly from the explorer 
address)  

● cd ~/documents/“name of your file” (In this example, the file was 
created in the first level of the directory “Documents”. In Mac, 
you can find the path to a directory by right-clicking on the folder 
and select “get info” option) 
 

2. You are now working on the file you have created. The next step is to 
start the cli application and open the admin_config.json previously placed 
in this file by entering the following command-line in:  

● cli-win64.exe -c admin_config.json (Windows) 
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● /"path to file"/cli-mac.app --config/"path to 
file"/admin_config.json (Mac – note that you may need to add 
Users/”name of the mac user/ “path to file” to make sure to point 
to the good directory.   

 
Note that this command-line (to open the cli app and the .json file) will 
always be used before all other commands and subcommands to manage 
users, devices and download data.  
 
From this point, because all commands and subcommands called are 
contained in the .json file and the cli app, there are no differences between 
PC and Mac users.  

 
1.3 Managing users, devices and downloading your data.  
 
If you are the administrator of your LoRa network, you can create users (only allowed in 
particular cases/projects) 
 

1.3.1 Create/delete a user 
 

To create a user, you need to enter the command “user” and the subcommand 
“create”, then enter a username and a password.  The command-line is: 
-c admin_config.json user create “username” “password” (click enter) 
 
A user can always change its password by using this command-line: 
-c admin_config.json user password “username” “new password” (click enter) 

 
To delete a user, enter the command-line: 
-c admin_config.json user delete “username” “password” (click enter) 
 

 
1.3.2 Create/delete/assign/unassign a device 

 
To create a device, you need to enter the command “device” and the 
subcommand “create”, then enter the device serial number and the device LoRa 
EUI number. Note that both the dvice serial number and the LoRa EUI device 
number are obtained via the “Device overview” tab of LogR software. You need 
to connect the device (i.e. Data logger UlogC16032 LoRa series) that you want to 
create. The LoRa EUI number can contains letters and numbers. The command-
line is: 
-c admin_config.json device create “device serial no.” “device LoRa EUI 
number” (click enter) 
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To delete a device, enter the command-line: 
-c admin_config.json device delete “serial no. of the device” 
 
Once you created a device, you need to assign it to users that will need to access 
the data by entering the following command-line: 
-c admin_config.json user assign “username” “serial no. of the device” (click 
enter) 
 
To unassign a device to a user, enter the command-line: 
-c admin_config.json user unassign “username” “serial no. of the device” (click 
enter) 

 
1.3.3 Download data 

 
To download the data of a device, the command-line is: 
-c admin_config.json download “serial no. of the device” > “name of the 
file.dat” (click enter) 
 
Note that to open the data file downloaded, you need to use the LogR software.  
Please refer to the user guide for the complete procedure.  

 
1.3.4 See all users and devices created 

 
At any time, you can see all users and devices created by entering the following 
command-lines: 
-c admin_config.json user list (click enter) 
-c admin_config.json device list (click enter) 
 

Table of commands, subcommands and parameters.  
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2. Configuration of the gateway (Multitech Conduit) 
 
2.1 Connect the gateway to your computer   
 
On the Multitech Conduit device, connect the AC power, antennas and the yellow 
Ethernet cable. Connect the other end of the Ethernet cable to your PC for the first 
configuration time. Make sure that your PC have an IP address starting by 192.168.2.xxx. 
 
On a web browser, type: 192.168.2.1 (default gateway IP address) to access to the 
configuration web page. Note - If you need more detail about Multitech configuration, 
you can refer to the software guide at the following address: 
https://www.multitech.com/documents/publications/software-guides/s000727--
mPower-Edge-Intelligence-Conduit-AEP-software-guide.pdf  
 
2.2 Setup initial login of the gateway 
 

● At the first connection with the gateway, you need to setup a username and a 
password.  This will be the unique credential used to login the gateway via the 
web interface.  

 

 
 

https://www.multitech.com/documents/publications/software-guides/s000727--mPower-Edge-Intelligence-Conduit-AEP-software-guide.pdf
https://www.multitech.com/documents/publications/software-guides/s000727--mPower-Edge-Intelligence-Conduit-AEP-software-guide.pdf
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● At the first login, a Setup Wizard will guide you to configure the basic settings of 
the Multitech Conduit gateway.  

 

 
 

Click Next 
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IMPORTANT – Do not enable the Call Home function. 
Click Next 
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Setup the time of the gateway 

 

 
 

Make sure the information entered are correct. 
Click Next 

 
 

 
 

Make sure the information entered are correct and to check SSL Enabled. 
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Click Next 
 

 
 

Check all options and Click Next 
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On the last Wizard window, click on Finish.  
 
 
 

2.3 Internet access configuration 
 
There are two ways to configure the internet access of the gateway.  You can use a WiFi 
connection (recommended) or a wired connection using the ethernet cable.  
 

2.3.1 WiFi configuration 
 

Note. The gateway will probably ask you to save and reboot during this procedure.  
Please note that the reboot can take over 5 minutes each time. You will need to 
login in the gateway interface each time the gateway reboots.  

 
To configure the internet access via the WiFi of the Multitech device, select tab 
"Wireless" on the left menu and click on the "WiFi as WAN" sub-menu. 
 
On the “configuration” section, check “Enable”.  
 

 
 
To confirm your choice, click on the "Submit" button.  
 
Once done, click on the "Reset WiFi" button. This will restart the WiFi module. 
After few minutes, you will see a list of WiFi network available from which you 
will be able to select your WiFi name of your WiFi SSID. 
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Select the one you want to connect to by clicking the "+" button, then enter your 
WiFi connection information as in the example below. 
 

 
 

Click Finish.   
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Back on the “WiFi as Wan” window, you should see your WiFi connection name 
on the "Saved WiFi Networks" section. Press the "Reset WiFi" button to restart 
the WiFi module. Wait for the gateway to reboot. Once the reboot completed, 
you should now see the "Connected" status on the right if all credentials entered 
in the WiFi settings are good. 
 

 
 
IMPORTANT – Note the IP address of the W-Fi connection. It is now the new IP 
you need to use to access the gateway via the internet (web interface). As it is an 
unsecured address, you may need to give the permission to the web browser you 
use to get access to the gateway web interface.  
 

● FAILOVER settings 
It is highly recommended to change the frequency of the failover procedure of 
the gateway (i.e., a regular ping sent by the gateway to an internet webpage to 
test for the internet connection). If the internet connection where the gateway is 
deployed can be unstable by moment, this will avoid the gateway to lose the 
internet connection. To do so: 
 
Go to the “Setup” tab on the left menu, than select the “Wan configuration” tab 
on the submenu.   
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Click on the pen at the right of the wlan0 line.   

 

 
 

In the “FAILOVER CONFIGURATION” box, the default Interval (secs) should be set 
to 60 seconds. Change the value to at least 3600 secs (i.e. 1 hour).  Click Save.   
 
 
2.3.2 Wired internet configuration (connection with the Ethernet cable) 

 
If your internet connection is provided by the Ethernet cable you need to 
deactivate the DHCP server. Usually, your modem or your router will do it for 
you. 
 

● DHCP Configuration 
Go on the SETUP on the left menu and select “DHCP Configuration” on the 
submenu.  
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In sections “IPv4 DHCP server” and “DHCPv6 and Router Advertissement”, press 
on the pen at the right. This will open a new tab where you need to uncheck the 
“Enable”option (see figures below). 

 

 
 

● Network interfaces configuration 
 
When using the Ethernet cable to access the internet, it is recommended to 
configure the br0 interface to the "DHCP Client" mode. Go to the “Setup” tab on 
the left menu and select “Nterwork Interfaces” on the submenu. 
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Click on the pen located at the right of the br0 line.  
 

 
In the “IPv4 settings” section, select the mode “DHCP Client”, then click on 
“Submit”.  
 

 
 
Back on the “Network Interfaces” window, you should now read “DHCP Client” 
under the “IP Mode” column on the br0 line.  
 

 



 
User guide V1.0, May 2021 
 

17 
 
 
 

 
● Save configuration and restart 

 
Finally, you need to save the configuration settings by clicking on the "Save and 
Apply" button on the left menu. The application will probably ask to reboot the 
gateway. Click on OK to proceed.   
 
IMPORTANT. Once the device finish to reboot, you will need to access the 
gateway using the new IP address of the gateway in the web browser address 
bar. In this example, you should use the IP address 192.168.2.145 to access to 
the Multitech web page. 
 
Note. To make sure the gateway keeps the same IP address, you can reserve a 
specific IP address on your modem or your router. If you prefer, you can also use 
a static IP address within the router or modem address range. If a static option is 
selected, you need to add an IP address on "Gateway" and "Primary DNS Server" 
sections. 

 
3. Firmware update of the gateway 
 

● The next step consists in upgrading the firmware of the gateway (Model MTCDT-
X-2XXA). First you need to download the most recent firmware on you PC by 
visiting the Multitech website. http://www.multitech.net/developer/downloads/  

● ON the gateway web interface, go to the "Administration” tab on the left menu 
and select "Firmware Upgrade" submenu. Click on the “Choose Firmware Ugrade 
File”, select the update file name on your PC and press the button "Start 
Upgrade". 

 

 
 

http://www.multitech.net/developer/downloads/
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Note that the Multitech firmware upgrade could take more than 10 minutes to 
complete.  
 

● Once gateway restart, login the gateway web interface and verify the firmare 
version on the top of the web interface or in the “Home” tab. In this example, 
the firmware version is 5.2.1.   

 

 
 

 
4. LoRaWan configuration 
 
4.1 LoRa basic network settings 
 
In the left menu, select the tab “LoRaWAN” and then the subtab “Network Settings”.  In 
this tab, you need to set:  
 

1. “LoRa Mode” to "NETWORK SERVER";  
2. "Frequency Sub-Band" to sub-Band “1” (set to 5 in this exemple – make sure 

to change the value to “1”); and 
3.  “Channel Plan” to "US915" 
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Further down the window on the “Network” section, you need to: 

 
1. set the “Network Mode” to "Private LoRaWAN"; 
2. set the "Tx Power" at a value of “27”; 
3. set the minimum LoRa datarate “Min Datarate” to "1 - SF9BW125" (50 bytes 

payload); 
4. set the maximum LoRa datarate “Max Datarate” to “3 – SF7BW125; and  
5. set the "RX2 Datarate" at "9 -SF11BW500" (50 Bytes payload) for gateway 

transmission period. 
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In the left menu, select the tab “LoRaWAN” and then the subtab “Key Management”. In 
this window, you need to:  

 
1. set the “Location” to “Local Keys”; 
2. set the “Network ID (AppEUI)” to “EUI”; 
3. enter the “EUI” number “431C8A5AF08453CB”; 
4. set the “Network Key (AppKey)” to “Key”; and 
5. enter the “Key” number “312624FEA6F0571BBA3F428D683636BD” 

 

 
 
 
Click on “Save and Apply” to save the LoRaWAN basic configuration.  Note that with 
the new gateway upgraded firmware, the gateway should not reboot to apply the 
changes.   
 

 
 
 
4.2 LogR Application installation 
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To finalize the LoRaWAn configuration, you need to install the LogR application in the 
gateway. This application is necessary to manage the dataflow received from the end-
nodes (data loggers) devices and forwarded to the web server. NOTE - The LogR app 
must be uninstalled if ever you need to upgrade the firmware of the gateway. Make 
sure to reinstall it once firmware upgrade is completed.  
 
To install the LogR application (logr_multitech_app_v1.1.0.tgz) provided, go on the 
"Apps" tab on the left menu. In the “Apps” window: 
 

1. Click on "Add Custom App"; 

 
 

2. in the the new popup widow, enter set the App ID to LOCAL); 
 

 
 

3. set the application name to "logr-gateway" 
4. click on “Choose File” and select the .tgz file on your PC; and 
5. click on the "Install Custom App" button. 
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During the installation, the Multitech device will reboot. Once the gateway has reboot, 
reload of the gateway web interface and go back to “Apps” tab to verify if the LogR 
Application is installed and running.  
 

 
On the LoRaWAN Network Settings windows, you should now see the “Packet 
Forwarder” and “Network Server” status ton “RUNNING”.   
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5. Remote Access options 
 
5.1 DDNS Configuration 

 
To access through a public dynamic IP address remotely, you have to setup the DDNS 
service from dyndns.org for example. Otherwise, if you use a static public address you 
can access directly with port forwarding (see sectin 5.2) to your device.  
 
The “DDNS Configuration” tab is available under the “Setup” left menu.   
 

 
 
 
5.2 SSH Configuration 
 
The SSH configuration is used to access remotely the device in command line. It is highly 
recommended to activate this option as it may let you access the gateway to investigate 
issues in case the web interface is not working properly. 
 
The SSH configuration window is accessible through the "Administration" on the left 
menu, under the "Access Configuration" submenu.    
 
To configure SSH remote access, in the “SSH settings” section, you need to: 
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1. check “Enable” button; 
2. check both  "Via LAN" and "Via WAN"; and  
3. select the desire port (default: port 22) 

 

 
 
 
PORT FORWARDING. If you use a static IP address, you need to setup a forward port on 
the modem or router to be able to access your Multitech remotely. There are 3 ports to 
forward to the Multitech 80(HTTP), 443(HTTPS) and 22(SSH). Make sure these ports are 
set to this value as in the figure above. The port 80 is optional because the port is used 
for a non-secured connection with the gateway. 
Note. When your PC is connected within the same local network of the gateway, you 
can access directly to the gateway. 
 
 
6. Other useful information 
 
6.1 Devices  
 
At any time, you can go on the “LoRaWAN” tab on the left menu of the gateway web 
interface to see the list of end-nodes communication with the gateway. It is a good way 
to verify and monitor all devices deployed and link to your LoRa network using the 
gateway.  Note that only the LoRa EUI numbers of the end-nodes are displayed. Make 
sure to keep an index of all your data logger serial numbers and heir associated LoRa EUI 
numbers.   
 
In the exemple below, only two end-nodes are linked to the gateway. The devices were 
created 3 months ago and only the device finishing by 71-04 still transfer data to the 
gateway. 
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6.2 Packets 
 
The “Packets” window in the “LoRaWAN” submenu offers a good way to verify and 
monitor the communication traffic in real time of your LoRa network.  In the “Packets” 
section of this window, you can display up the 300 last communications established 
between the end-nodes deployed on your LoRa network. You can obtain the exact time 
of all communications by placing your arrow on any line in the “Tx/Rx Time” column. 
The “Size” column indicates the size of the payload transmitted. In this exemple, the 
payload of 12 correspond to the join and acknowledge portion of the LoRa 
communication, while the size of 243 corresponds to the data line transmitted. This 
payload will vary according to the number of sensors/channels activated in the data 
logger. The  cThe RRSSI column indicate the strength of the signal. Communications 
begin to be more instable (requiring more retries) around -115 RSSI.  
 
In the “Recent Join Requests” section, you can see all join requests tries from the 
devices. This can be very practical when you are setting up and deploying new end-
nodes within the range of the gateway, or to validate if the location chosen for the 
deployment of a device is suitable to establish a connection with the gateway.   
 
Use the “Refresh” button to get the most up-to-date information.   



 
User guide V1.0, May 2021 
 

26 
 
 
 

 
 
6.3 Session timeout 
 
As may have noticed, after a period of inactivity in the gateway web interface, the 
application will automatically disconnect. You then need to login again. The by-default 
session timeout is set to 5 minutes, which can be fairly short. You can increase the 
session timeout to your convenience via the “Administration” tab on the left menu, 
under the “Access Configuration”. In this example, the session timeout is set to 10 
minutes.  
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